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conceptual to become a more fully realized 

IT strategy. According to industry research 

firm IDC, cloud computing’s growth 

trajectory is, at 27% CAGR, more than five 

times the growth rate of the traditional, on-

premises IT delivery/consumption model.

For all of its transformational promise, it is 

the cloud’s core ability to produce two key 

benefits — exceptional cost savings and 

extreme operational flexibility — that has 

both large- and small-scale organizations 

building cloud deployment strategies into 

their IT plans. However, these enticing 

benefits are only possible because of 

a shared infrastructure, and that is the 

source of some trepidation among many 

IT professionals. Their concerns about 

security, reliability, and compliance are 

fair and appropriate. Cloud computing 

has unique attributes that require risk 

assessment in areas such as data integrity, 

recovery, and privacy. These platforms 

can also have an impact on legal 

issues such as e-discovery, regulatory 

compliance, and auditing. ■

Technology industry analysts at Gartner 

say cloud computing heralds an evolution 

of business that is “no less influential than 

e-business.”Such expectations seem well-

founded. Cloud computing platforms are 

capable of delivering the kind of business 

benefits and technology efficiencies that 

organizations have been seeking for years.

 

Recent innovations such as software-as-a-

service (SaaS), Web 2.0, service-oriented 

architectures, grid computing and utility 

computing are synthesized in the cloud, 

creating an overarching platform that 

represents a profound shift in how we think 

about computers, networks and data centers. 

Cloud-based services offer the means for 

attaining some of IT’s most elusive goals — 

aligning IT with business, quickly and easily 

scaling compute resources on-demand, 

decoupling services from underlying 

technology, data center automation, green 

computing, and more.

After several years of industry buzz, 

cloud computing has moved beyond the 

Cloud computing 
platforms are capable 
of delivering the kind of 
business benefits and 
technology efficiencies 
that organizations have 
been seeking for years. 

Exploring the Cloud
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Cloud computing draws its name from the 

familiar cloud drawings used to depict the 

Internet in network diagrams. Besides being 

an easy way to render a complex concept, 

it is also an appropriate metaphor. Like 

real clouds, the cloud computing model 

has no clear boundaries or borders and is 

constantly shifting and changing.

Initially, the basic notion of cloud computing 

involved harnessing the massively scalable 

Internet infrastructure to provide multiple 

customers with on-demand access to data, 

applications, and services. This was a logical 

progression from the remote and virtual 

computing capabilities provided by the Internet.

Like real clouds, the 
cloud computing 
model has no clear 
boundaries or borders 
and is constantly 
shifting and changing.

Over time, however, it has become clear 

that this only describes one flavor of cloud 

computing. There are actually a variety of 

deployment methods that leverage either the 

Internet or internal networks to connect virtual 

infrastructures. These methods can involve 

leveraging Web-based resources, adding 

cloud-like interfaces to existing systems, 

building new systems on virtualized, highly 

interoperable systems, or using server hosting 

or online services to meet specific business 

needs. What all of these methods have in 

common is the use of shared or virtualized 

resources to lower costs, reduce complexity, 

and increase flexibility at a time when building 

or installing commoditized applications or IT 

infrastructure services no longer provides any 

tangible competitive advantage. ■

Defining the Cloud
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Paying for service on 
demand requires less 
up front capital and 
allows businesses to 
efficiently ramp up and 
power down based 
upon current needs, as 
well as providing the 
flexibility to introduce 
new IT services.

Cloud computing also presents 

extraordinary possibilities for data center 

transformation. Many data centers are 

based upon decades-old technology, and 

have become too complex, too costly and 

too difficult to manage. Gartner reports 

that more than 70 percent of Global 1000 

organizations expect that they will need 

to significantly modify their data center 

facilities by 2012.

Environmental issues also have become 

increasingly worrisome. Power costs for 

data centers have skyrocketed by an 

estimated 800% since 1996. But even 

if power wasn’t an issue, it is becoming 

increasingly challenging to adequately 

cool the data center space. Traditional 

cooling systems simply weren’t built for 

today’s high-density computing environment.  

Cloud computing addresses these pain 

point by reducing data center real estate 

requirements, while driving down power 

and cooling costs in the process. ■ 

The most obvious business benefit of a 

cloud solution is reduced acquisition 

and deployment costs. The economies of 

scale that get passed on to the customer 

effectively convert CapEx into OpEx. 

Paying for service on demand requires less 

upfront capital and allows businesses to 

efficiently ramp up and power down based 

upon current needs, as well as providing 

the flexibility to introduce new IT services.

Cloud computing fosters business 

innovation by enabling organizations to 

take on tasks or services that might be cost 

prohibitive if onsite hardware and software 

purchases were required. Architecturally, 

cloud computing provides business value 

by masking complexity. The technology 

behind the user interface is essentially 

invisible to the user, allowing less tech-

savvy end-users to focus on their particular 

expertise and business function. 

Benefits in the Cloud
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■ Reduce CapEx and get 
month-to-month flexibility

■ Provision and  
scale in minutes

■  Anywhere, anytime 
full control of your IT 
infrastructure

■  Easily keep up with the 
latest technologies

■  Financial grade security

■ Uptime guaranteed
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Also known as the “shared cloud,” this model 

involves an environment in which an external 

service provider offers shared access to 

services through the Internet. The types of 

services that can be provided through the 

public cloud are wide-reaching. Compute 

facilities provide computational services so 

that users can use central processing unit 

(CPU) cycles without buying computers. 

Storage services provide a way to store data 

and documents without having to continually 

grow farms of storage networks and servers. 

SaaS companies offer CRM services through 

their multi-tenant shared facilities so clients 

can manage their customers without buying 

software or worrying about capital outlays 

for IT infrastructure.

The public cloud option often 

appeals to small and 

midsize organizations 

because it is 

inexpensive, scalable 

and versatile, and it 

requires less IT proficiency 

or management expertise. However, this 

option also has the greatest potential for 

security breaches resulting from shared 

technology vulnerabilities, data loss and 

leakage, and account/service and traffic 

hijacking unless steps are taken to provide 

for and ensure security.

The public cloud option 
is appealing because 
it is inexpensive, 
scalable, versatile 
and requires little 
IT proficiency or 
management expertise.

Public Cloud

These factors make the public cloud option 

most appropriate for non-mission-critical 

uses. In particular, it is a good fit for 

development and test environments, Web 

hosting and short-term projects.

Still, organizations must do their homework 

to ensure the external service provider is 

doing everything possible to reduce risk. 

In particular, look for an organization 

that utilizes network monitoring, intrusion 

detection and prevention systems, 

firewalls and other security measures. 

In addition, change control processes, 

auditing procedures and other security 

measures should be clearly defined and as 

transparent as possible. ■ 
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Private or internal clouds reproduce the best 

characteristics of the public cloud without 

exposure to other users. A private cloud can 

be deployed inside an organization’s own 

firewall by wrapping layers of virtualization 

and management software around existing 

infrastructure, or by contracting with a service 

provider for virtual machines layered on top 

of a dedicated physical server. Either way, 

organizations gain increased automation, 

speed and capacity while maintaining 

control of proprietary data and applications.

Private clouds are ideal for mission-critical 

data and applications that have to be as 

secure as possible for business reasons or 

compliance requirements. Private clouds 

are being rapidly adopted in enterprise 

environments, where fast provisioning 

and automation are allowing the creation 

of what are essentially self-service IT 

departments. Furthermore, the operations 

team can easily track usage statistics, 

The private cloud 
provides organizations 
with a dedicated server 
but achieves economies 
of scale by sharing some 
of the networking, load 
balancing and firewall 
burden with others.

Private Cloud

appropriately allocate system costs and 

effectively plan for the future.

For small and midsize organizations, 

drawbacks to an on-premises private cloud 

are the CapEx costs for hardware and 

software and the increased management 

burden — two areas the cloud computing 

concept was specifically designed to 

relieve. Still, there are cost and efficiency 

benefits achieved by aggregating and 

holistically managing processors, storage 

and networking as a seamless, flexible and 

dynamic operating environment. 

A better solution for smaller organizations 

might be an off-premises solution in which 

the service provider assumes the hardware 

cost burden as well as the responsibility for 

server management, firewalls, networking, 

backups, storage and more. Also known as 

a “virtual private cloud,” a hosted solution 

provides organizations with a dedicated 

server but achieves economies of scale 

by sharing some of the networking, load 

balancing and firewalling burden with other 

private cloud customers. ■
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While it doesn’t technically qualify as 

a cloud computing model, dedicated 

server hosting requires a place in the 

discussion because it shares some important 

characteristics with the cloud models. It 

involves leveraging economies of scale in 

order to cut costs, improve flexibility, and 

reduce management complexity. It simply 

removes virtualization from the equation.

In this model, organizations contract with 

In this model, 
organizations 
contract with a 
third-party provider 
for the exclusive 
use of physical IT 
infrastructure.

Dedicated Server Hosting

a service provider for the exclusive use of 

physical IT infrastructure. Large enterprises 

frequently require dedicated servers to 

accommodate large bandwidth consumption 

by Web sites or specialized applications, 

while small and midsize organizations often 

choose this option to gain access to a high-

performance, high-reliability infrastructure 

without breaking the bank. ■

Enterprise Level
Dedicated Server Hosting

Entry Level
Dedicated Server Hosting
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Hybrid Hosting

A hybrid cloud is like 
overdraft protection for 
the data center.

databases, but might also need the fast, 

frictionless scalability of a public cloud 

for Web servers and storage. This model 

is ideal for managing Web servers, 

application servers and database servers, 

and it allows an organization to mix and 

match its legacy equipment with servers from 

a service provider.

Large enterprise organizations will likely 

commonly look to deploy hybrid hosting 

solutions. Hybrid hosting might also be 

the appropriate choice for environments 

that involve adding more capacity or new 

hosting solutions to legacy resources. ■

Private clouds can be linked to public 

clouds and/or dedicated physical servers, 

creating a hybrid approach in which some 

resources (such as customer data) remain 

in-house while other general computing 

resources (such as processor power, memory 

or storage) can be instantly reallocated to 

an external cloud. This is a “best of both 

worlds” approach that allows for selective 

implementation to gain some of the cost 

and flexibility benefits of the public cloud 

with some of the security and provisioning 

benefits of the private cloud.

Hybrid hosting makes sense when hosting 

requirements are too diverse to fit into a 

single solution category. For example, 

an organization may require dedicated 

hardware for its business logic and 
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Your IT infrastructure 
is only as good as the 
data center environment 
in which it resides.

Conclusion

As with any developing technology, 

cloud computing is not without risks and 

challenges — and not all needs and 

applications are suitable for the cloud. 

There will always be instances in which 

security, flexibility, performance, or control 

issues will preclude the cloud. However, the 

benefits are simply too great to be ignored.

The beauty of the cloud is that the wide 

range of deployment methods gives 

organizations a tremendous degree of 

flexibility to craft an IT infrastructure that 

best fits their needs at various price points. 

Hybrid approaches allow organizations to 

mesh the best of public and private cloud 

services with dedicated hosting or on-

premises legacy deployments.

Since the ultimate measure of success is 

whether the cloud creates business value, 

an effective cloud strategy must match 

an organization’s unique IT needs with 

a specific deployment model. Planning 

and preparation are essential for 

organizations exploring cloud adoption. 

As such, it is important to research and 

identify a provider with expertise in a full 

range of deployment strategies and the 

ability to shift models when requirements 

change. The provider’s security, backup, 

and disaster protection profiles are also 

important considerations. Organizations 

that do their homework, establish a clear 

strategy, and determine an end goal are 

likely to find their silver lining as they 

move into the cloud. ■
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About Us: StrataScale offers innovative server and cloud hosting solutions to meet the IT 
infrastructure needs of today’s growing and established businesses. Now IT professionals 
can obtain affordable hosting solutions that control costs, provide agility, and supply 
peace of mind. Whether your hosting needs are cloud, dedicated server, or a hybrid of 
the two, the StrataScale complete package of on-demand solutions is easy to buy, build, 
manage, and scale — all within minutes via our web portal. Every hosting environment is 
backed by guaranteed uptime, financial-grade security, and 24x7 engineering support. 
For more information about StrataScale’s services, please visit StrataScale.com.

Info@StrataScale.com
866.955.4519
StrataScale.com

Needs
What part of our business/operations makes sense for us to put into the cloud?
How will this move help me reach our business goals? 
What happens if the cloud provider goes out of business or disappears?

Training
Is there an on-boarding process? What does it consist of?

Infrastructure
What control do I have over the environment?
Will I meet my regulatory compliance obligations? HIPAA | PCI | SAS70 | etc
Will I have remote access, from anywhere, to my infrastructure?
Can I provision and manage my infrastructure independently  
(without tech support or a system administrator)?

Security
Who has access to my data?
What security measures do you, the cloud provider, take to protect my environment? 

Pricing
How long are the current prices locked in for?
How do I upgrade and add assets (servers | storage | networking | etc)?
What is the minimum commit/contract timeframe?

SLA
Is there a minimum/maximum service level agreement for incident resolution?

Support
Is there regularly scheduled maintenance? How and when will I be notified?

Value Added Services
Who is responsible for the backups?
What is involved with switching vendors or retrieving my full data set if I want?
How long will the vendor retain my data, even if I am done with them?

Are there any hidden costs for migration | data transfer rates | back-up, etc.?

Questions to Consider


